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AND OPERATING
SYSTEMS

In the landscape of
modern computing, the
line between hardware
and software s

increasingly blurred.
While it is common to
study computer
architecture and
operating systems as
two distinct disciplines,
the most effective way
to truly understand
how a computer works
is through an
integrated approach.
This perspective
reveals that hardware
design and system
software are not
isolated layers but
deeply interdependent
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components that must
co-evolve. When you
examine computer
systems through this
holistic lens, you gain a

more profound
appreciation for
performance,

efficiency, and the

elegant orchestration
that happens beneath
the surface of every
application you run.

This article explores
the core principles of
an integrated approach
to computer systems,

focusing on how
architecture and
operating systems

interact. By bridging
these two domains, we
can better understand
process execution,
memory management,
I/O operations, and the
optimizations that
drive everything from
embedded devices to
large-scale data
centers.

Why An
Integrate
d
Approach
Matters

Traditional computer
science curricula often
separate architecture
from operating
systems, but this
division creates a gap
in understanding. The
operating system does
not run in a vacuum. It
relies on the specific
features provided by
the underlying
hardware, such as
interrupt controllers,
memory management
units, and privileged
execution modes.
Conversely, architects
design processors with
the demands of
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modern operating FOUNDATIONS OF
systems in mind. COMPUTER
Without an integrated ARCHITECTURE

understanding,

students and
professionals may
struggle to optimize
software for a given
platform or to
troubleshoot
performance
bottlenecks

originate at
hardware level.

that
the

An integrated approach
fosters a systems-level
mindset. It encourages
you to ask questions
such as: How does a
context switch impact
the cache? How does
the TLB (Translation
Lookaside Buffer)
affect virtual memory
performance? How
does the OS scheduler
exploit multi-core
architectures? These
guestions cannot be
answered by looking at
either subject alone.

The
Instructio
n Set
Architect
ure As
The
Interface

At the heart of any
computer system lies
the instruction set
architecture (ISA),
which serves as the

contract between
hardware and
software. The ISA

defines the machine
language that the
processor understands,



including data types,
instructions, registers,
and addressing modes.
Popular ISAs include
x86, ARM, and RISC-V.
The operating system,
compilers, and
application software
are all built on top of
this interface.

From an integrated
perspective, the ISA is
crucial because it
determines what the
operating system can
and cannot do
efficiently. For
instance, if the ISA
supports virtual
memory features like
page table walking in
hardware, the OS can
implement memory
protection with lower
overhead. Similarly, if
the ISA includes atomic
instructions, the 0OS
can build
synchronization

primitives such as
spinlocks and mutexes
without relying on

external mechanisms.

Microarch
itecture
and
Performa
nce

While the ISA is the
abstract interface, the
microarchitecture is
the concrete
implementation.

Microarchitectural
features such as
pipelining, superscalar
execution, out-of-order
processing, and branch
prediction have a
direct impact on how
the operating system
performs. For example,
when the OS schedules
a new process, it must
consider that the
processor's pipelines
and caches are
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currently warm for the
previous process. A
context switch flushes
much of this state,
leading to performance
penalties that the
scheduler can mitigate
through techniques like
processor affinity.

An integrated
understanding of
microarchitecture
allows OS designers to
make more informed
decisions. When you
realize that a
mispredicted branch
costs dozens of cycles,
you begin to
appreciate why the OS
tries to minimize
interrupts and
unpredictable control
flow in critical paths.

THE OPERATING
SYSTEM AS A
RESOURCE
MANAGER

Managing
the
Processor

The operating system
is fundamentally a
resource manager, and
the CPU is its most
precious resource. The
scheduler determines
which process runs at
any given time, and its
decisions are deeply
influenced by
architectural realities.
Preemptive
multitasking relies on
timer interrupts
generated by the
hardware. The
interrupt controller,
programmed by the
0S, fires an interrupt
after a certain
quantum, forcing the
CPU to save its state
and switch to the
scheduler.



From an integrated
viewpoint, the
scheduler must also
consider cache
behavior. Modern
processors have
multiple levels of
cache, and migrating a
process from one core
to another can cause
cache misses that
degrade performance.
Many schedulers now
implement cache-
aware scheduling
and NUMA (Non-
Uniform Memory
Access) awareness
to keep processes on
the same core or within
the same memory
domain.

Memory
Managem
ent and

Virtualiza
tion

Memory management
is perhaps the area
where architecture and
operating systems are
most tightly coupled.
The Memory
Management Unit
(MMU) is a hardware
component that
translates virtual
addresses to physical
addresses using page
tables maintained by
the OS. The OS
configures the MMU to
provide each process
with its own private
virtual address space,
ensuring isolation and
security.

Key integrated
concepts in memory
management include:

e Translation
Lookaside
Buffer (TLB): A
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small, fast cache
for page table
entries. The OS
can influence
TLB performance
by using large
page sizes or by
carefully
managing page
table structures.
For example,
using 2MB pages
instead of 4KB
pages reduces
TLB pressure,
which is critical
for database
workloads.

Page Fault
Handling: When
the hardware
detects that a
virtual page is
not in physical
memory, it raises
a page fault. The
OS then handles
the fault by
loading the page
from disk. The
efficiency of this
interaction

depends on
hardware
support for dirty
and accessed
bits, which the
OS can use to
implement
paging policies.
Switching
Between
Processes: A
context switch
often involves
flushing the TLB,
which incurs a
performance
cost. Some
architectures
support tagged
TLBs that avoid
flushing entirely,
allowing the OS
to switch
processes more
cheaply.

INTERRUPTS,
EXCEPTIONS, AND
SYSTEM CALLS




The

for building responsive
systems.

System calls are the
H a rd Wéﬁ@ by which user-

-Softwar

Boundary

Interrupts and
exceptions are the
mechanisms by which
hardware

communicates with the
operating system. A
hardware interrupt
signals an external
event, such as a disk
completing an 1/0
operation or a network
packet arriving. The
0S's interrupt handler
runs in a privileged
context to service the

device quickly.
Understanding the
interrupt handling
pipeline, including
interrupt masking,

priority levels, and
vectoring, is essential

space applications
t services from
S, such as
reading a file or
creating a process.
From an architectural
perspective, a system
call triggers a special
trap instruction that
switches the CPU from
user mode to kernel
mode. The hardware
saves the return
address and switches
to a privileged stack.
The OS then validates

the request and
performs the
operation. The

overhead of a system
call is heavily
influenced by the
underlying
architecture, including
how register files are
saved and how the
privilege level is
changed.
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Interrupt
Handling
and
Throughp
ut

In  high-throughput
systems, interrupt
handling can become a
bottleneck. Modern
approaches such as
interrupt coalescing
and NAPI (New API)
in Linux reduce
overhead by batching
interrupts. These
techniques require the
0S to configure
hardware interrupt
controllers to delay or
aggregate interrupts,
which in turn depends
on the capabilities of
the underlying device
and bus architecture.

1/0 ARCHITECTURE
AND THE
OPERATING
SYSTEM

Program
med 1/0,
Interrupts
, and
DMA

Input/output is another
domain where
integration is critical.
Early systems used
programmed 1/0,
where the CPU directly
reads and writes data
from devices. This was
inefficient because it
tied up the processor.
Modern systems rely
on Direct Memory
Access (DMA), where
the hardware transfers
data directly between




a device and memory
without CPU
intervention. The 0S
sets up the DMA
controller by providing
source and destination
addresses, then waits
for an interrupt upon
completion.

From an integrated
perspective, the 0OS
must manage cache
coherence during DMA
transfers. If a device
writes data into
memory that is
currently cached in the
CPU, the OS may need
to invalidate or flush
cache lines to ensure
consistency. This
interaction between
the OS, the cache
hierarchy, and the I/O
bus is a classic
example of why an
integrated view is
necessary.

10

Storage
Stack and

Block
Devices

The storage stack in an
operating system
involves multiple
layers, from the file
system down to the
block driver and the
physical disk or SSD.
The architecture of the
storage device
influences how the OS
schedules 1/0 requests.
For instance, SSDs
have no seek time, so
the OS can optimize for
parallelism rather than
locality. NVMe (Non-
Volatile Memory
Express) drives
connect directly over
the PCle bus, reducing
latency compared to
older SATA interfaces.

10 Computer Systems An Integrated Approach2025-02-16
To Architecture And Operating Systems



Computer Systems An Integrated Approach To

Architecture And Operating Systems 11
The OS must be aware .
of these architectural tIOn
differences to o _
Virtualization is a

maximize throughput.

Modern storage
technologies, such as
3D XPoint and
persistent memory,
are blurring the line
between memory and

storage. These
technologies require
changes in both

hardware and the OS
memory management
subsystem, reinforcing
the need for an
integrated approach.

VIRTUALIZATION
AND THE MODERN
DATA CENTER

Hardware
Assisted
Virtualiza

11

domain where the
integration of
architecture and 0OS
concepts is most
apparent. Early
virtualization was done
purely in software, but
it was slow because
privileged instructions
had to be trap-and-
emulated. Modern
processors from Intel
(VT-x) and AMD (AMD-
V) include hardware
extensions that allow
the hypervisor to run

guest operating
systems efficiently.
These extensions

provide new CPU
modes (root and non-
root) and hardware
support for nested
page tables, which
reduce the overhead of
memory virtualization.

The hypervisor itself
can be thought of as a



thin operating system
that manages
hardware resources for
multiple guest OSes. It
must schedule virtual
CPUs, manage
memory, and handle
I/O, all while leveraging
hardware features to
minimize overhead. An
understanding of both
the OS and the
underlying architecture
is essential to design
efficient hypervisors.

Container
Ization
and
Lightweig
ht
Virtualiza

12

tion

While
provide
virtualization,
containers rely on OS-
level isolation, using
features like cgroups

hypervisors
full

and namespaces.
However, containers
still depend on

hardware-enforced
protection through the
MMU and the
instruction set. The
integration of
architecture and OS is
evident here as well:
container performance
benefits from features
such as page table
isolation and
hardware-enforced
security rings.

SECURITY
THROUGH
INTEGRATION
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Hardware

Security

Features

Security is another
area where the lines
between architecture
and operating systems
converge. Modern
processors offer
features like Trusted
Execution

Technology (TXT),
Secure Boot, and
Memory Encryption.
The 0S must
understand how to
initialize and manage
these features to build
a trusted computing
base. For example, the
OS can use hardware
random number
generators to seed
cryptographic keys, or
it can use the MMU to
enforce W~X (write
XOR execute) policies.

13

At the architectural
level, features like
Control Flow
Integrity (CFI) and
shadow stacks are
being integrated into
hardware to prevent
return-oriented

programming attacks.
The OS can then adopt
mitigation strategies
that leverage these
hardware capabilities,
creating a more secure
system than software
alone could provide.

Protectio
n Rings
and
Privilege
Levels

The <concept of
protection rings is
fundamental to both
architecture and



operating systems.
Most processors
support at least two
privilege levels: user
mode and kernel
mode. Some
architectures support
additional rings (e.qg.,
x86 has four rings,
though most operating
systems use only two).
The OS runs in the
most privileged ring,
allowing it to execute
privileged instructions
and access protected
registers. User
applications run in the
least privileged ring,
and any attempt to
execute privileged
instructions causes a
trap, allowing the OS to
intervene.

From an integrated
perspective, the
hardware-enforced
privilege model is what
makes multitasking
and security possible.
Without it, any
application could

14

corrupt the memory or
data of any other
application or the OS
itself.

PERFORMANCE
OPTIMIZATION
THROUGH CO-

DESIGN

Cache
Hierarchy
and
Scheduler
Interactio
n

Perhaps the most
impactful area of co-

design between
architecture and the
OS is in cache

management. The OS
scheduler can place
processes on cores in a
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way that maximizes
cache reuse. Similarly,
the OS can wuse
hardware performance
counters to monitor
cache miss rates and
adjust scheduling
decisions dynamically.
This feedback loop
between hardware
monitoring and OS
policy is a powerful
optimization technique.

Power
and
Thermal

15

Managem
ent

Modern processors
have complex power
management features,
including multiple
sleeping states (C-
states) and dynamic
voltage and frequency
scaling (DVFS). The OS
is responsible for
selecting the
appropriate power
state based on the
workload. When the OS
determines that the



